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Abstract: - The NSIS (Next Steps in Signaling) working group
has standardized a General Internet Signaling Transport
(GIST) as the base protocol component of NSIS protocol stack
to support a variety of signaling applications. The GIST
basically provides the Routing and Transport service to the
Upper Layer. GIST is not designed to set up or modify paths
itself; therefore it is complementary to protocols like RSVP
(Resource Reservation Protocol) rather than an alternative.
The main aim of this paper is to use Coloured Petri Nets to
model the basic working of the GIST protocol i.e a simple
GIST example. Initial analysis refers that a basic model is
constructed using Coloured Petri Nets and its proper working
is verified.
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I INTRODUCTION

Signaling refers to the information exchange concerning
the establishment and control of a connection and the
management of the network in the area of
telecommunication and networking. For example, to set up
Internet telephone calls, Session Initiation Protocol is used
but the protocol is not responsible for transporting the voice
data. In internet, Quality of Service has a very important
role. Quality of Service (QoS) is defined in terms of
providing service differentiation and performance
assurance for Internet applications [30]. Resource
reservation control mechanism is the main requirement for
the achievement of Quality of Service. QoS provides
different priority to different users. It guarantees a certain
level of performance to a data flow in accordance with
requests from the application program on the ISP (Internet
Service Provider) Policy.

Various QoS Frameworks were developed to provide
quality of Service. The first QoS framework that has been
standardized by the IETF (Internet Engineering Task
Force) is IntServ (Integrated Services), which uses for QoS
signaling support, the Resource Reservation Protocol
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(RSVP). Another QoS framework that has been
standardized by the IETF is DiffServ (Differentiated
Services) Due to the shortcomings of RSVP and its current
extensions, an alternative extensible signaling approach,
Cross-Application Signaling Protocol, or CASP - is
introduced for ensuring modularity, flexibility and security.
This approach enables to effectively support generic IP
signaling that can be used for various signaling scenarios,
with enhanced protocol flexibility. The NSIS working
group reused many ideas from CASP and standardized a
General Internet Signaling Transport (GIST) as the base
protocol component of NSIS protocol stack to support a
variety of signaling applications.

With the aim of to rule out invalid actions, protocol
designers subject their designs to validation. A general
manner to do this is to build a software model of the
protocol and simulate a large figure of usage situations. The
model is performed on virtual devices in a simulated
environment. Various techniques are available to test the
protocol but one of the best ways is to use formal
verification techniques. Formal methods encompass a
variety of modeling techniques based on mathematics,
which are applicable to computer systems [4]. They are
useful in the construction and maintenance of complex
communication protocols and allow protocol specifications
to be formally analyzed and verified. Formal methods have
already been applied to protocol engineering activities and
mostly in communication protocols but have been seldom
applied to the Internet protocol engineering activities [15]
[16]. A wide range of formal methods have been developed
[4]. Coloured Petri Nets (CPN) is a formal technique with a
solid mathematical foundation which has been used for
modelling many systems such as communication
protocols [18].
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In this paper, Coloured Petri Nets Tool is used to model
and verify the working of GIST Protocol. Basic model of
GIST is constructed with the aid of CPN tool in which
general features and functionality of GIST protocol are
included. The paper has been organized as follows. Section
two presents the basic overview of RSVP. Section three
includes a detailed explanation of GIST, its functions,
operations and comparison with other protocols. A
description of the CPN model of GIST in C-Mode is
analyzed in fourth section. All assumptions and
requirements and simulation results are also presented in
this section. Finally, the conclusion is given in section five.

Il OVERVIEW OF RsvP
RSVP is a resource reservation signalling protocol that is
designed to be applied in an end-to-end communication
path. It can be used by an application to make its quality of
service (QoS) requirements known and reserve resources in
all the network nodes in the path. RSVP has not enjoyed
the level of deployment that might have been expected.

RSVP suffers from many limitations such as lack of
scalability, lack of fragmentation and reliability. So a new
protocol suite NSIS was developed in which RMD model is
used to provide the Quality of Service which overcomes the
limitations of RSVP Protocol.

A. Framework of RSVP

First Major framework which provides quality of service is
IntServ. IntServ [24] is a per-flow based QoS framework
with dynamic resource reservation. Its fundamental
philosophy is that routers need to reserve resources in order
to provide quantifiable QoS for specific traffic flows.
RSVP is a protocol specified to mainly work with the
IntServ framework. RSVP [25] serves as a signaling
protocol for application to reserve network resources. To
support a QoS application, RSVP is designed to be run on
network routers and in end hosts [23]. RSVP requests
resources for simplex flows. Therefore, RSVP treats a
sender as logically distinct from a receiver, although the
same application process may act as both a sender and a
receiver at the same time [22]. Figure 1 shows the signaling
scenario of RSVP.

Receiver-initiated reservation style is adopted by RSVP
which is designed for a multicast environment and
accommodates heterogeneous receiver service needs.
RSVP works as follows [25]:

RSVP Chanel

Fig 1: RSVP Signaling [22]
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The flow source sends a PATH message to the intended
flow receiver, specifying the characteristic of the traffic. As
the PATH message propagates towards the receiver, each
network router along the way records path characteristics
such as available bandwidth. Upon receiving a PATH
message, the receiver responds with a RESV message to
request resources along the path recorded in the PATH
message in reverse order from the sender to the receiver.
Intermediate routers can accept or reject the request of the
RESV message. If the request is accepted, link bandwidth
and buffer space are allocated for the flow, and the flow-
specific state information is installed in the routers.
Reservations can be shared along branches of the multicast
delivery trees.

B. Limitations of RSVP

RSVP has certain limitations which are as following::

lack of fragmentation causing limited length of the
transport units and lower link resource utilization
Reliability problems due to the use of IP or UDP
as transport layers, for the transport of the
messages, instead of using e.g., TCP. The message
delivery is assured only by retransmissions. This
imposes constraints on the signaling

lack of support for network mobility, which is one
of the biggest problems currently in the wireless
and ad-hoc networks in particular

discovery and signaling message delivery are
combined in one step which does not allow RSVP
to make use of the available security solutions for
Internet

To overcome these limitations IETF proposed a new
framework, DiffServ, which contains NSIS protocol suite.
NSIS’s RMD-QOSM protocol provides the quality of
service to the internet.

111 THE GIST (GENERAL INTERNET SIGNALING

TRANSPORT PROTOCOL)
The lower layer in the NSIS architecture defines a common
protocol that all kind of signaling applications can use.
Application specific functionality is given by the signaling
protocols that form the upper NSIS layer. The main
protocol used by NTLP to provide the transport of
signaling messages is the General Internet Signaling
Transport (GIST). GIST must be present if an upper layer
NSIS protocol needs to be supported by a node. If some
node on the sender-receiver path is not GIST enabled, then
all NSIS messages are considered to be ordinarily data
packets.

A. GIST Terminology
GIST terminology is given below and is shown in Fig 2
[10]:

Data flow: A set of packets identified by some fixed
combination of header fields. Flows are unidirectional (a
bidirectional communication is considered a pair of
unidirectional flows).
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Session: A single application layer flow of information for
which some state information is to be manipulated or
monitored. It is identified with a Session ID (SID)
parameter

Sender: The node in the network which is the source of the
packets in a flow. Could be a host, or a router (e.g. if the
flow is actually an aggregate).

Receiver: The node in the network which is the sink for the
packets in a flow.

Downstream: In the same direction as the data flow.
Upstream: In the opposite direction to the data flow.

Adjacent peer: The next node along the data path, in the
upstream or downstream direction, with which a GIST
node explicitly interacts. The GIST peer discovery
mechanisms implicitly determine whether two nodes will
be adjacent

Source GIST (adjacent) peer nodes Destination
1P address IP addresses = Signalling 1P address
= Flow Source/Destination Addresses = Flow
Source (depending on signalling direction)  Destimation
Address | | Address
v v
$ommmme- + $omms + Data Flow +------ + fomemmees +
| Flow [----------- |------ e [------ [-------- | Flow |
| Sender | | | | |Receiver|
e + | 6187 | | fommmnee +
| Node |¢== e |
pommee- + Signalling +------ +
GH1 Flow GN2
3333333353333 = Downstream direction
ccceqeecceceeeeee = Upstream direction

Fig 2: GIST Terminology [10]

B. Working of GIST

GIST has two major goals — one to provide routing and
second, transportation of signaling messages. The routing
determines how to reach the adjacent peer along the data
path, and can be done independently for each direction of
the connection. Two NTLP states are used for the routing —
a routing state, used in the forwarding of the messages, and
a message association state, used to relate incoming
messages to a particular saved session. A Message
Association is a connection between two explicitly
identified GIST adjacent peers and a message, arriving
from the signaling application, is connected to an
established message association via the SID parameter of
the message header.

Transportation is the delivery of signaling information
from peer to peer. The signaling message delivery is
divided in two transport modes, the Datagram Mode (D-
mode) and the Connection Mode (C-mode). The Datagram
Mode (D-mode) sends GIST messages between nodes
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without using any transport layer state or security
protection and uses UDP encapsulation. The connection
Mode (C-mode), on other hand, sends GIST messages
directly between nodes using by default TCP as transport
protocol. The choice of mode depends on the routing state
and on the requirements coming from the signaling
application. The GIST lower layer and the application layer
on top of it communicate vie the interface, or API, defined
between them. The primitives passed at the interface are of
three groups — reliability or what transportation mode is
desired; security or what security mode is required; and
local processing or what special processing has to be done
like prioritization, etc.

The messages generated at the GIST layer are [10]:

» GIST-Query messages are used in the first phase of the
discovery procedure, 3-way handshake. It is always
sent in datagram mode and leads to creation of routing
state for the flow and also message association state if
necessary.

» GIST-Response message is used in the second phase of
the handshake and can be sent in datagram or
connection mode. If a message association is needed
but it is not created this is accomplished during this
phase.

» GIST-Confirm message is the last phase of the discovery
procedure an also can be in datagram or connection
mode. If connection mode is used a message
association must be established during the transfer of
the previous two message types.

» GIST-Data message is used to encapsulate all messages
coming from the NSLP layer.

» GIST-Error message reports errors occurring at the GIST
level.

e GIST-MA Hello message is used to keep a message
association state.

When a connection is to be established first the GIST
discovery procedure is started. The procedure is between
two peers and uses the GIST messages Query, Response
and Confirm. As result the peers on the data path sender —
receiver are discovered. Subsequently the signaling NSLP
messages and the data are encapsulated in GIST Data
messages. The GIST discovery procedure can be combined
with the NSLP signalization to establish connection.

C. Routing State and Messaging Association Creation

A complete sequence of message exchange for GIST
Routing state and Messaging Association is shown in
Figure 3.
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The initial message in any routing state maintenance
operation is a Query sent from a Querying Node. There is a
router alert option so that the message can be interpreted at
the Responding Node. Once a Query is received, the
Responding Node must return a Response. The Response
also includes Network Layer information of the
Responding Node, which could be used by the Query Node
to see if the Responding Node is already a known peer and
to see if there is a Messaging Association that is already
setup with this peer and if that Messaging association can
be reused. Through the acknowledgement, the Querying
Node and Responding Node can make an agreement. The
Querying Node will always take an initiative to set up the
Messaging Association once the Querying Node and the
Responding Node have made the agreement.

After a Messaging Association has been setup, a confirm
message must be sent out by this Message Association. At
this point, the Messaging Association for downstream has
been setup. The association can also be used in the
upstream direction. The Routing State and Messaging

Association of GIST Protocol has been implemented using
Coloured Petri Nets Tool and is shown in the next section.

IV. MODELING OF GIST PROTOCOL USING CPN 3.4.0
The GIST is modeled with the aid of the Design/Coloured
Petri Nets tool. The basic model of the GIST is shown in
Figure 4.

A. Places

There are nine places drawn as ellipses. The places named
Quering (Q-N) and Responding (R-N) represents the query
node and response node of GIST. These nodes are assumed
to have sufficient capacity for flows that might be admitted.
The place named NSLP LAYER is the initiator node that
sends request to the GIST NODE to start the reservation
process and wait for QoS.

Yo L RMNa@D+++
' 1" RMNb@D
ec

(IDLE.E, E)
QUERVING
(Q-r

(W ATTRESPOMNSE, qsper.§

1’ (IDLE.E,E]

E "'('mLE.EE’)]

(IDLE,E, E)

[sta =W ATTRESPOINSE arelse
sta = W ATTCONFIRM]

Fig 4. Basic Model of GIST
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The place FLOW CONTROL is the responder that gives
response for the request by NSLP LAYER. The places
named Intermediate nodes are the stateless interior nodes
that provide the communication path. A communication
path includes all the intermediate devices along the route
from the sender to receiver and vice versa.

B. Arcs

Arcs connect transitions and places. A transition may have
input places connected by incoming arcs and output places
connected by outgoing arcs. Arcs have expressions
associated with them. They are located next to arcs and
determine which tokens are removed or added to the places.

C. Transitions

Transitions represent the actions of the system. They are
drawn as rectangles in Figure 4. There are six transitions in
the example. The transition Queryingl (Q-N) models the
action taken when the GIST NODE 1 sends a request with
the traffic characteristics of the data flow. The reception
and processing of a sender request is modelled by the
transition Querying2 (Q-N). The transitions Responding
Node 1, Responding Node 2 and Responding Node 3 are
used to model the reception and processing of a reservation
request.

D. Markings

Tokens are associated with each place. A token is a value,
which belongs to the type of the place. The marking of a
place is the multi-set of tokens present on the place. It is a
multi-set since it may contain several tokens with the same
value. For example, the place NSLP LAYER may have the
initial marking 1’QNa or 1'QNb, which means that the
place has two tokens. It means that the sender can send two
requests with the same traffic values.

CPNs include the initial state of the system. It is called the
initial marking. It is written on the upper left or right of the
place. In the initial marking, each of the places Gist Node 1
and Gist Node 2 has a single token with the value (IDLE,
E, E), which means that neither the reservation nor the
traffic information has been sent yet (as indicated by the
value E). Each of the places NSLP LAYER and FLOW
CONTROL has an initial marking consisting of two tokens
1'QNa++1'QNb and 1'RNa++1'RNb, respectively. It
means that the sender user has two traffic requests with the
values QNa and QNb, and the receiver user has two
reservation requests with the values RNa and RNb.
Initially, the remaining places do not contain any tokens.

E. Variables

An arc expression is evaluated by assigning (binding) data
values to variables. The result of the evaluation of an arc
expression is a multi-set of tokens. The variable declaration
is shown in Listing 1.

(*************** Val’l ab Ies

var sta: Status;
var fspec,fspecl: SFSpec;
var gspec: SQSpec;
Listing 1: Variable Declaration
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F. Enabling and Occurrence of Transitions

A transition can occur if it is enabled. For a transition to be
enabled in the current marking, it must be possible to bind
(assign) data values to the variables appearing on the
surrounding arc expressions and in the guard and the
following conditions must be met. Firstly, each of the input
arc expressions evaluates to tokens that are present on the
corresponding input places. Secondly, if there is any guard,
it must evaluate to true.

The occurrence of a transition removes tokens from the
input places and adds tokens to the output places. The
removed tokens are the result of evaluating the expressions
on the corresponding incoming arcs, while the values of the
added tokens are the result of evaluating the arc
expressions on the corresponding outgoing arcs.

G. Types

Each place has an associated type or colour set which
determines the type of data the place may contain. The type
definitions are shown in listing 2. They are similar to types
in programming languages

( States

colset Status = with
IDLE|WAITRESPONSE|WAITCONFIRM [ESTABLISHED;

colset ParValues = with E|QNa|QNb|RNa|RNDb timed;

colset STSpec = subset ParValues with [E,QNa,QNb] timed;

colset SFSpec = subset ParValues with [E, RNa, RNb] timed;

colset State = product Status * STSpec * SFSpec;
(FHHHHRE A AR R |QSSAGES FFFF AR R AR

colset QSpec = subset ParValues with [QNa,QNb] timed;

colset FSpec = subset ParValues with [RNa, RNb] timed;

colset DownStream = union Query:QSpec + resverror: FSpec;

colset UpStream = union reserve : FSpec;
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Listing 2: Color Set Definition

GIST NODE 1 and GIST NODE 2 places have the type
State. State is the product of the type Status, SQSpec and
SFSpec. Status is an enumeration type representing the four
states (i.e. IDLE, WAITRESPONSE, WAITCONFIRM
and ESTABLISHED). IDLE is the initial state for both the
GIST NODE 1 and GIST NODE 2. WAITRESPONSE
means that a sender request with the traffic characteristics
of the data flow has been sent but no reservation request
has yet been received. WAITCONFIRM means that the
receiver has sent a reservation request. ESTABLISHED
means that the sender has received a reservation request.
SQSpec and SFSpec are subsets of the type ParValues.
ParValues is an enumeration type, which defines the values
(including the empty value E) the parameters can have.
SQSpec represents the traffic characteristics of the data
flow, which are stored as part of the state information.
SFSpec represents the QoS characteristics of the data flow,
which are also stored as part of the state information. For
example, if the CONFIRM place contains the value
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(ESTABLISHED,QNa,RNa), it means that a reservation
request, RNa, has been sent for the data flow with QNa
traffic characteristics.

V. CONCLUSION

The GIST protocol is designed to support different NSLP
signalling applications. This protocol consists of existing
transport protocols. The main functionality of GIST is
essentially to carry and deliver signalling messages to the
appropriate destinations. This function includes the
discovery of the right NSIS peer, the use of the right or
required transport protocol and the installation and
maintenance of session states. It sends the traffic requests
and reserve resources. Implementations and testing are the
only mechanisms used so far to validate the functionality of
GIST Internet Draft. GIST is specified and verified
formally using Coloured Petri Nets. The protocol is
modeled in such a manner so as to demonstrate that the
protocol provides the service expected by the user. The
analysis of the GIST model demonstrates that the protocol
behaves as expected, given a number of significant
assumptions and limitations. In this research work two
intermediate nodes are used that are used to communicate
with the end nodes. The basic working of the GIST
protocol is shown, that is, how the traffic requests are sent
and how resources are reserved and acknowledgement is
received. By modeling the protocol in Coloured Petri Nets
Tool we have formally verified the working of the GIST
protocol.
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